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Detecting and Preventing Insider Data Leaks
Organizations must double down on their efforts to understand and contain the risks that lead to accidental 
insider data leaks.
 By Ericka Chickowski

A lthough malicious insiders often get the headlines, most enterprise data leaks are accidental — caused 

by end users who fail to follow corporate security policy or who try to work around it. Unintentional 

insider data exposures are hardly a new phenomenon, but the risks from them have risen significantly 

as the sudden shift to remote work in the past year has accelerated the use of potentially risky technology, 

rendered many traditional security controls less effective, and distracted employees with concerns that keep 

security far from their daily consciousness. 

In order to address this supercharged problem, organizations will need to redouble their efforts to understand 

and contain the risks that lead to accidental insider data leaks.

Accidental Insider Leaks Are the Biggest Source of Risk
Since time immemorial — even before the age of the computer — trusted insiders have been the biggest 

source of information leaks and breaches of privacy.

“Insiders have always been a risk and will be a risk as long as humans have access to information,” says 

Rebecca Herold, a longtime independent security consultant and author as well as an involved member in 

the IEEE. 

In today’s modern cyber-threat landscape, that risk manifests itself in many ways. Of course, the most dramatic 

and initially concerning are the intentional acts of fraud or sabotage by malicious insiders.

FEATURE
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“If they are desperate for additional in-

come or if they feel slighted from getting 

a bad review and their knowledge of the 

digital ecosystem leads them to determine 

they can take advantage of their authorized 

access without being caught, then they 

may do so,” Herold explains. 

This kind of scenario tends to strike the 

most fear into the hearts and minds of se-

curity professionals and board members 

alike because the potential impact can be 

so devastating. But it is also statistically the 

least likely type of insider risk to strike most 

organizations. 

In actuality, it’s the accidental actions of 

insiders — either in error, complacency, 

negligence, or a combination — that are 

a much bigger latent risk for enterprises 

today. Whether it is rushed insiders who 

make a mistake in clicking on a phishing 

link, poorly trained insiders who send sen-

sitive documents to unauthorized parties 

via email, or indifferent or complacent in-

siders who misconfigure cloud data stores 

to open up vast amounts of personally 

identifiable information to the public Inter-

net, these are the kinds of incidents that are 

most likely to trigger insider breaches. 

In fact, according to the “2020 Cost of In-

sider Threats: Global Report” by Ponemon 

Institute, just 23% of insider incidents last 

year were caused by criminal or malicious 

insiders. Approximately 62%, on the other 

hand, were caused by employee or con-

tractor negligence. And the remaining 14% 

came at the hands of credential thieves 

posing as insiders — likely fueled by suc-

cessful phishes of employees or other hard-

to-track insider errors made long before the 

external actor struck.

“What really happens most of the time is, 

it’s an error made either because of the hu-

man factor or because of a process that’s 

undocumented or a workflow that’s too 

complex,” says Fred Kwong, CISO for Del-

ta Dental Plans Association. “And mistakes 

are prone to happen because of that.”

In many ways, the risks are somewhat of 

an inevitability, agrees Joe Payne, CEO of 

insider risk management firm Code42, who 

explains, “It’s a byproduct of employees 

doing their job and will always be a factor 

for security teams to manage against.” 

Pandemic Adds Sense of Urgency 
to Quelling Insider Threats
Many security leaders have struggled for 

years to address the risk of accidental insid-

er breaches. It’s been a constant balancing 

act of figuring out the right mix of security 

controls and monitoring without adding too 

much security friction to employees’ work-

flows or too much overhead for the security 

team as they manage the process of identi-

fying and following up on risky insider situ-

ations across the workforce. 

Nevertheless, many organizations have 

been slowly chipping away at the problem, 

Detecting and Preventing Insider Data Leaks
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and in early 2020 almost half of organizations reported in 

a Cybersecurity Insiders survey that they had implement-

ed appropriate controls and policies to deal with insider 

threats. While many organizations still felt some trepida-

tion over insider threats, just 5% reported feeling extreme-

ly vulnerable.

And then the COVID-19 pandemic hit and threw a span-

ner in the works. The sudden move to a distributed work-

force completely upended insider risk calculations and 

created a situation ripe for accidental insider leaks. 

According to the recent “2021 Data Exposure Report” 

by Code42, employees are now 85% more likely to leak 

sensitive files now than they were before COVID. Since the 

start of the pandemic, some 61% of IT security leaders 

say that their remote workforce was the cause of a data 

breach. 

The unprecedented human factors with which employ-

ees were contending were a big part of that. 

“Employees are juggling new work environments that 

include multiple distractions, [including] children whose 

childcare facilities or schools have closed, all while trying 

to tend to their work responsibilities,” says Wendy Over-

ton, managing director of cyber strategy for Optiv Securi-

ty. “These added stressors can increase the likelihood of 

inadvertent incidents, like sending an email with company 

data to the wrong person [or] clicking a link in a phishing 

email without taking a closer look.”

At the same time, putting people into home-working en-

vironments encourages a sense of complacency and even 

sloppiness that they wouldn’t necessarily have in the of-

fice. Newly remote workers simply aren’t as likely to be 

wary as they would when sitting in their business casual 

dress at the office desktop.

“People are often aware of how they are expected to be-

have at work and the physical and virtual monitoring that 

happens to keep their behavior in line with company poli-

cy,” Overton says. “But when they’re at home, using their 

home network and sitting in their pajamas, they often relax 

those expectations that they normally would be following 

in their office. Without training reminders and increased 

security controls, this can spiral out of control quickly for 

companies without a work-from-home culture previously 

in place.” 

Not only did the threat increase due to these human 

factors, but further adding risk to the equation were the 

changes in the technology stack and working environment 

that had to happen quickly to adjust to new realities. Over-

night, the workforce was operating on less-secure home 

networks, often doing work on personal devices, and ac-

celerating the use of brand-new collaborative tools to over-

come the gap in physical presence that many longtime of-

fice workers depended on to interact with their colleagues. 

These shifts wreaked havoc on many existing controls and 

added a raft of new exposure surfaces.

“Insider risk has increased dramatically, largely due to 

employees adapting to new working environments cou-

pled with rapid digital transformation that organizations 

faced,” Payne says. “In an effort to increase productivity, 

business leaders want their employees to use tools that 

enable speed and collaboration. The challenge is that 

these same tools unintentionally introduce and increase 

insider risk.”

Take, for instance, the skyrocketing use of Zoom, which 

early on in the pandemic generated the most interest from 

security researchers over some newly discovered vulner-

abilities and weaknesses in how it handled encryption. 

But less publicly flogged were some of the common in-

secure-by-design concerns from security experts in how 

The sudden move to a distributed  
workforce completely upended insider 
risk calculations and created a situation 
ripe for accidental insider leaks.

Detecting and Preventing Insider Data Leaks
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Zoom handles the actual content of meet-

ings — from what and how things are re-

corded to how data shared in the chat 

function is handled.  

Even companies that had foreseen these 

kinds of issues and implemented compen-

sating controls before and at the outset of 

the pandemic had to adjust to new usability 

concerns from employees due to the dras-

tic changes in the way that Zoom was used 

for business. For example, Delta Dental’s 

Kwong explains that his company was a 

Zoom early adopter well before COVID. To 

reduce the risk of data leaks, his team had 

blocked multiple functions — recording to 

the cloud and pasting information into chat 

— to shut off avenues where protected 

health information could be exposed by in-

siders. Before the pandemic, these restric-

tions were no big deal for most people who 

used Zoom only for remote meetings here 

and there. But as an increasing number of 

employees became dependent on Zoom 

for so many more of their daily interactions, 

the restrictions began to chafe more often. 

This meant it was incumbent on Kwong’s 

team to not only redouble security outreach 

and training efforts but also to make it eas-

ier to share relevant information through 

more-secure channels.

“That’s become a bigger pain point for 

us,” he explains. “And so, we’ve had to 

continue to emphasize some of the ratio-

nales as to why some of these features are 

turned off and make sure that people send-

ing sensitive data do so through secure 

channels that we have control over.”

Controls Approach Needs to Be 
Multifaceted and Evolving
The Zoom example at Delta Dental offers a 

tiny snapshot of the kinds of insider security 

tension wrought by the pandemic. Accord-

ing to Maxine Holt, senior director of cy-

bersecurity research for analyst firm Ovum, 

many security organizations did an admira-

ble job scrambling to weather the risks of the 

crisis. But now as we’ve rounded the corner 

into 2021, she believes that organizations 

will be taking a closer look at the stopgap 

controls they put in for reducing insider risks 

in what was first seen as a temporary situ-

ation. It’s time to reset “normal” to ensure 

insider controls are tailored to what are in-

creasingly looking to be long-term changes 

in work conditions, she says.

“The people, process, and technology 

that we had to try and deal with 2020 is 

now being reviewed and organizations are 

prioritizing what they need to do to make 

this mishmash of controls sustainable and 

more stable going forward,” Holt says. “Be-

cause we’re not going to go back to previ-

ous levels of office-based working. We very 

much expect a hybrid model going forward 

once the pandemic is under control. And 

so there will be this hybrid model: People 

will be remote working, they’ll be in an of-

fice, and security controls need to be able 

to deal with wherever the individual is.”

On the technology front, it might mean for 

some introducing new security platforms or 

services that they’ve never used before. 

For others, it might mean a revisit of tech-

nology they may not have had luck with in 

the past due to early hiccups in the evolu-

tion of a category. Still others might need to 

rejigger vendors to tweak feature sets for 

their present scenarios. And almost every-

one is likely to consider changes in the way 

they’ve architected, tuned, or run their ex-

isting controls stack.

Some of the most likely controls under 

consideration for organizations grappling 

with intensifying insider threats include 

the obvious categories such as data loss 

Does your organization have the appropriate controls to prevent an insider attack?

48% 29% 23%

Source: Cybersecurity Insiders 2020 Insider Threat Report

Yes No Not Sure

Detecting and Preventing Insider Data Leaks
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prevention (DLP) and monitoring technology- 

leveraging approaches, including anomaly 

detection and user entity behavioral ana-

lytics (UEBA). DLP has for a decade been 

hyped as a key tool for reducing risks of 

insider leaks. But even with continual im-

provements in the technology, the DLP 

market still faces headwinds for a number 

of reasons. First among them is that DLP 

requires a lot of groundwork to be laid in 

order to identify the information that most 

needs protecting from leaks. 

“The tools have gotten better, but the 

key things to consider before investing 

in DLP is you need to know where your 

data is, what the data flows are, and what 

‘good’ looks like, and you should already 

have a good data classification program 

in place,” says David Levine, vice presi-

dent of corporate and information security 

and CISO for Ricoh USA. “Without start-

ing from that base, you risk a lot of scope 

creep, false positives, and poor adoption, 

all of which could potentially lead to the 

project failure.”

This leads to the more fundamental con-

cern that many have about DLP, namely 

the level of security friction that a blocking 

technology generally introduces — which 

is more of a problem in the remote work 

era. For example, in Code42’s “2021 Data 

Exposure Report,” 51% of employees say 

that security blocks their legitimate work-

flow on at least a weekly basis.

“Like any other technology, data leak 

protection has progressed at a steady rate. 

But most CISOs think this is a ripe space 

for disruption,” says Rick McElroy, princi-

pal security strategist at VMware Carbon 

Black. “We’re seeing DLP and UEBA start-

ing to converge, which is good overall as 

largely the datasets of both make each 

other stronger.”

According to Delta Dental’s Kwong, 

UEBA technology has progressed con-

siderably over recent years and provides 

a key backstop for his organization in 

identifying situations that imply a high 

likelihood of risky behavior or compro-

mised credentials: for example, spotting 

Top Concerns About Online Attackers

Which of these online attackers concern you most?

Cybercriminals who seek to steal personal
information, credit card data, or logon credentials

Ransomware attackers who could encrypt or
destroy my data if my organization doesn’t pay them

Malware developers who seek to broadly infect any
system that might be vulnerable

Well-meaning users who break policy or
accidentally expose data while trying to do their

jobs

Social engineers who seek to fool my users into
giving up credentials or critical data

Cybercriminals who specically seek to steal money
or compromise funds transfer systems

Malicious insiders who might steal critical data or
sabotage our systems

Hacktivists, politically motivated, or issue-motivated
attackers who might dump or damage my data

Sophisticated attackers who develop exploits that
specically target my organization’s systems

Sophisticated attackers who seek to breach my
organization’s systems by targeting our partners or

suppliers

35%

47%

33%

45%

32%

22%

29%

27%

24%

30%

22%

30%

22%

19%

18%

7%

17%

14%

14%

12%

2020 2019

Detecting and Preventing Insider Data Leaks

Note: Maximum of three responses allowed  
 
Data: Dark Reading survey of 115 technology and cybersecurity 
professionals in April 2020 and 110 in August 2019  
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when an account that’s tied to a US worker is suddenly 

being logged in from China or Russia. 

“The UEBA space has space has really evolved, and re-

ally if you think about what it does, to some extent, it is 

making good on the promise of what SIEM was supposed 

to do for us,” Kwong says. “It’s that correlation and do-

ing some of the analysis of data points to let us know the 

things that seem to be or drive risky behavior.”

The difficulty for many organizations with anomaly detec-

tion and UEBA is that they can be rendered ineffective if the 

supporting data or the baseline cyber hygiene is poor, says 

Patrick Alcorn, senior manager of the Cybersecurity Custom-

er Advisory Team at SAS.

“The adage of garbage in, garbage out, applies here,” he 

says. “You need an accurate and continuous inventory of 

who and what is on your network. Insiders are not just peo-

ple but trusted devices such as cameras, badge readers, 

smart devices, and even fish tanks. You can’t defend against 

what you don’t know about.”

The real trick is that what is considered normal — regular 

behavior, devices used, locations — is always changing, he 

says. This means that baselining has to be very adaptive.

Kwong would concur with that and relates how the pan-

demic highlighted this requirement.

“What a lot of companies had to do because of the 

whole shift to remote workforce, they had to rebaseline 

their UEBA,” explaining that overnight many office work-

ers’ IP locations shifted. “Now you’re seeing a lot of differ-

ent connections from different sources. A lot of which had 

never been used before, and you had to kind of rebase-

line or reset what that looks like. And then, there’s a lot 

of remote workforce, where they’re continuously moving, 

too. Some people have taken advantage of this, and now 

they’re hanging out in Florida. That obviously creates hav-

oc in terms of the amount of work it means to our analysts 

looking for risky behavior.”

Nevertheless, he believes that the technology adds value 

to his stack. For him, the next insider threat control that his 

team is examining is moving toward rolling out digital rights 

management. This was a priority for his team before the 

pandemic but will continue to be important as 2021 rolls on.

“I think that’s going to make one of the biggest impacts to 

insider risk because we can constantly see who has access 

to our documents, who’s accessed them, both external and 

internal,” he says. “And we can revoke access and manage 

that really from a governance perspective.”

Just like with DLP, though, the key prerequisite there is a 

strong foundation in data classification. In large, complex 

enterprises, getting this right can take considerable time 

and effort to pull off.

Creating a Comprehensive Insider   
Threat Program
Of course, most security veterans will warn that like with 

any risk management endeavor, technology should be just 

one pillar of a more comprehensive insider threat program. 

“There needs to be effective and robust processes built 

around those technologies with the right people in place to 

maximize their value and output,” says Steven Bay, director 

of the Cyber Fusion Center and security operations practice 

lead for consulting firm Kudelski Security. “Establishing in-

sider threat and data protection programs with associated 

policies, standards, and reporting mechanisms is also crit-

ical for keeping up to date. Finally, training the workforce 

— from the least technical on up — is crucial to ensure that 

Most security veterans will warn that like with any risk management endeavor,   
technology should be just one pillar of a more comprehensive insider threat program.

Detecting and Preventing Insider Data Leaks
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every employee understands the risks around data loss and 

their responsibilities when it comes to data security.” 

Almost universally, the experts interviewed for this 

piece agree that training plays an important role in min-

imizing the risk of insider data leaks — particularly the 

accidental ones stemming from carelessness. However, 

just as universally, the consensus is that it won’t work if 

it’s dispensed in that annual check-the-box manner that 

so many organizations do their training in order to satisfy 

organizational or compliance requirements. It’s got to be 

frequent, it’s got to be lively, and it’s got to be relatable to 

each employee’s situation — in short, it’s almost a kind of 

marketing campaign for security.

More crucially, though, it’s got to backed up by the right 

incentivization and security design to make it stick, says 

Alcorn of SAS.

“Training is only as effective as the incentivization around 

the desired outcome,” he says, relating an example he 

once witnessed of a company that created a digitally im-

pressive program to educate employees on the dangers 

of clicking risky phishing links. “Despite its investment in 

such engaging training, the failure rate hung stubbornly in 

the double digits, reaching as high as 30%.”

It wasn’t until the company tied employee bonuses to 

how effectively they avoided phishing emails that the firm 

started to see the real progress happen. 

“Lo and behold, the ‘training’ became much more effec-

tive, the hit rate for clicking on test phishing links dropping 

below 3%. Still not ideal, but it sure beats 30%,” he says.

In the same vein, organizations should be thinking about 

the way systems and workflows are designed — taking a 

security-by-design approach — to make it easier for em-

ployees to make good choices. 

“Until you untangle the competing priorities your users 

are facing when making security-relevant decisions, your 

policies will be anchored in an ideal world rather than the 

real world,” says Kelly Shortridge, vice president of prod-

uct management and product strategy at Capsule8. 

She believes that monitoring employees is less important 

for reducing insider risk than instead taking a step back to 

gain a deeper understanding of the workflows that bear 

the highest risk potentials. The companies that figure out 

how to build “security guardrails” into those while making 

it easy for employees to do their work are the ones that will 

move the needle on positive insider outcomes, she says.

Conclusion: Don’t Forget the Culture 
Finally, as security leaders ponder how to make a dent in 

their risk of accidental data leaks, they must broaden their 

view of the problem.

“Insider threats are chiefly a people problem and success-

fully decreasing risk requires a holistic approach that in-

cludes HR and the other involved business lines,” Bay says. 

“Insider threat risk should be considered throughout the hir-

ing and offboarding processes, third-party vendor manage-

ment, physical security, the finance department, and more.”

Taking a more holistic approach requires a very import-

ant but oft-elusive ingredient to do right. Namely building 

“a culture people want to be a part of,” Bay says.

Employees who really care about the organization are the 

ones that are more likely to take the time and care to follow 

not only the letter of the law but also the spirit of it, and the 

ones least likely to seek workarounds without asking for 

help to solve issues with security friction.

“It can be a challenge to create such an environment in 

the current era and it’s counterproductive to make em-

ployees feel like they are not trusted or that they are being 

spied on,” he says. “It’s challenging to achieve, but balanc-

ing security solutions and processes while maintaining a 

level of privacy and trust is critical.”

About the Author: Ericka Chickowski specializes in coverage of 
information technology and business innovation. She has focused 
on information security for the better part of a decade and regularly 
writes about the security industry as a contributor to Dark Reading. 
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Over-Sharer or Troublemaker?     
How to Identify Insider-Risk Personas
It’s past time to begin charting insider risk indicators that identify risky behavior and stop it in its tracks.
By Mark Wojtasiak
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You’ve heard that Twitter was hacked. And the CIA. And that 

a malicious Desjardins employee caused the largest ever data 

breach in the Canadian financial services sector. And how about 

the automobile insurance company that inadvertently gave up the driver 

license information for 27 million policyholders in Texas?

The thing these high-profile breaches have in common is that they 

were all undertaken by insiders. Whether committed on purpose for fi-

nancial gain or as a result of human error, insider risk took a hit on these 

powerful organizations’ revenue and reputations.

Despite the growing risk, data security events caused by insiders are 

not being taken seriously. New research in Code42’s “2020 Data Ex-

posure Report” notes that more than half (54%) of IT security leaders 

spend less than 20% of their budget on insider risk, and 66% of IT secu-

rity leaders say their budget for insider risk is insufficient. This is a major 

problem for organizations around the world as users, applications, and 

data continue to move outside the hardened data center and 

corporate perimeter as part of digital transformation policies. 

And, unfortunately, it’s going to get worse before it gets better. 

In their most recent predictions, Forrester says that insider in-

cidents will be the cause of 33% of data breaches in 2021, up 

from 25% in 2020.

Learn to Recognize the Personas that Pose the 
Greatest Insider Risk
Organizations need to lock down insider risk to data without 

inhibiting the user experience or creating roadblocks. This re-

quires building a culture of trust where employees are given the 

benefit of the doubt and trusted to act professionally with the best 

interests of the organization in mind. Then, instead of monitoring 

every activity by every user, organizations should look at insider risk 

COMMENTARY

https://www.wired.com/story/inside-twitter-hack-election-plan/
https://www.washingtonpost.com/national-security/elite-cia-unit-that-developed-hacking-tools-failed-to-secure-its-own-systems-allowing-massive-leak-an-internal-report-found/2020/06/15/502e3456-ae9d-11ea-8f56-63f38c990077_story.html
https://www.cbc.ca/news/business/desjardins-breach-privacy-report-1.5840171
https://www.infosecurity-magazine.com/news/data-breach-hits-30-million-texan?utm_source=twitterfeed&utm_medium=twitter
https://www.code42.com/resources/report-2021-data-exposure/
https://www.code42.com/resources/report-2021-data-exposure/
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Over-Sharer or Troublemaker? How to Identify Insider-Risk Personas

indicators (IRIs) to identify risky behavior and create ac-

tionable information to stop it in its tracks.

Here are three personas that you need to watch out for 

when determining insider risk across your organization:

The Over-Sharer. We all have some of these in our lives — 

the people from the office who are always quick to email 

a document to a wide distribution. Or they upload a file to 

a cloud service, or post sensitive information in an unau-

thorized application. They think they’re helping by giving 

people quick access to valuable information, and they 

aren’t afraid to cut corners to get the job done. Behind 

the scenes, you just know they are saving files to their 

personal devices and cloud accounts with little consid-

eration for privacy and security protocols. These people 

are not malicious, just victims of poor judgment or human 

error. But their actions result in the same vulnerabilities 

from malicious actors that keep security professionals up 

at night.

The Guy with One Foot Out the Door. Their exact motiva-

tions could vary, but make no mistake: People who have 

made the decision to leave the company and take critical 

information with them are only looking out for themselves. 

This could be projects they’ve worked on that they’d like to 

save in their portfolio. A database of customers they could 

win over to a competitor. Or just a report with a great format 

that they’d like to duplicate in their new job. Regardless, the 

information they take with them can negatively impact your 

organization’s ability to do business, compete fairly against 

competitors, and protect customer privacy. When you read 

about court cases involving IP theft, you can often link them 

to the guy with one foot out the door. 
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Over-Sharer or Troublemaker? How to Identify Insider-Risk Personas

The Troublemaker. While rare, this is among the most dis-

ruptive in the bunch. There are a few varieties of trou-

blemakers, including a mole or insider for hire. Trouble-

makers are likely out to make a buck by selling corporate 

information. They may be engaging in some corporate 

espionage. Maybe they have political motivations to be 

disruptive or engage in sabotage. We most often see this 

kind of troublemaker in sectors with lucrative R&D pro-

grams — think tech, telecom, biotech, or big pharma. The 

US government’s case against Huawei is a prime exam-

ple from the telecom space.

Infrequently, tech-savvy individuals, who often don’t in-

tend to do harm, want to find out how things work and 

may conduct their own unsponsored “security testing.” 

Whether out of curiosity, boredom, or arrogance, they take 

it upon themselves to see if security controls actually work, 

which is likely at odds with acceptable use policies, can er-

roneously be seen as an attempt to test monitoring capa-

bilities for a later exfiltration, and is a distraction for securi-

ty teams. While we don’t want to dampen a curious spirit, 

this may not be the best outlet for their tinkering because 

the end result creates insider risk nonetheless.

You Don’t Have to Compromise
Insider risk management doesn’t have to come at the ex-

pense of productivity, innovation or collaboration. Identify-

ing abnormal behavior and top IRIs is key to protecting the 

organization from both malicious and unintentional harm 

without disrupting operations. From the Over-Sharer to the 

Troublemaker, it’s important that you know the personas 

that are putting your data and your organization at risk. 

About the Author: Mark Wojtasiak is co-author of the book Inside 

Jobs: Why Insider Risk is the Biggest Cyber Threat You 

Can’t Ignore, vice president of portfolio marketing for Code42, and 
frequent cybersecurity blog contributor. In his role at Code42, he leads 
the market research, competitive intelligence, and product marketing 
teams. Mark joined Code42, a leader in insider risk detection and 
response, in 2016 bringing more than 20 years of B2B data storage, 
cloud, and data security experience with him, including several roles 
in marketing and product management at Seagate.

Organizations need to lock down insider risk to data without inhibiting the user   
experience or creating roadblocks. This requires building a culture of trust.

https://www.darkreading.com/author-bio.asp?author_id=5683
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Dealing With Insider Threats in the Age of COVID
Dangerous gray areas like new BYOD policies and shadow IT devices have increased, thanks to the rapid shift  
to remote working.
By Hitesh Sheth

COMMENTARY

A lthough the toll of an insider attack 

in North America can cost a com-

pany more than $11 million a year, 

many still consider insider threats to be 

too rare to constitute a real threat. Attacks 

resulting from insider threats are widely 

regarded as extreme outliers and conse-

quently taken less seriously by leadership 

and security teams.

Nonetheless, companies should be mind-

ful of dangerous gray areas, especially when 

considering attackers are always looking for 

the path of least resistance. These gray ar-

eas may include new bring-your-own-

device policies and shadow IT devices that 

result from the rapid shift to remote work or 

high employee turnover rates.

The average impact of insider threats 

does not say anything about the overall 

frequency. Even if the average per-breach 

loss to a company is minor, cumulative 

losses can intensify if insider threats occur 

frequently. And this doesn’t include repu-

tation loss, which is tough to measure and 

harder to overcome.

The threat landscape has broadened and 

diversified, especially since the COVID-19 

outbreak in March 2020. The global work-

force is now largely remote and can work 

from just about anywhere — not just at 

home. A lack of security awareness of ex-

ploits — such as email phishing attacks 

and voice phishing attacks that target em-

ployee VPN credentials — can be costly.

https://153j3ttjub71nfe89mc7r5gb-wpengine.netdna-ssl.com/wp-content/uploads/2018/04/ObserveIT-Insider-Threat-Global-Report-FINAL.pdf
https://krebsonsecurity.com/2020/08/voice-phishers-targeting-corporate-vpns/
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Reduced and changing worker loyalties to employers 

and higher employee churn rates also expand the gray 

area. Examples include unintentional misbehavior and 

misuse of resources, neglected security vulnerabilities, 

violations of company policies, and theft. The 2018 trade 

secret dispute between Waymo and Uber underscores 

the huge risks employers face in safeguarding intellectual 

property (IP) when employees leave.

Not all gray-area cases result in catastrophic losses, but 

they can quickly become very costly in aggregate. A growing 

number of smaller cases occur below the radar with rarely 

a mention from victimized companies. The danger is that 

negligent and malicious practices in the gray area become 

widely accepted without acknowledgment and action.

Besides a strict reinforcement of nondisclosure agree-

ments that protect company IP, employees must under-

stand that preserving confidential information from a 

previous employer is unlawful. Employee awareness and 

training are important factors in changing employee atti-

tudes about ethical standards in the workplace, and em-

ployers must be prepared to practice what they preach.

I recommend that company leadership dedicate resourc-

es to consistently uphold these ethical principles, even if 

it means not allowing new employees to share informa-

tion from their prior employers that could benefit you in the 

short-term.

Another area for improvement involves deploying net-

work monitoring tools to track vital company IP and other 

critical assets across cloud, data center, Internet of Things, 

and enterprise networks. Do you know where your orga-

nization’s most important assets reside? If a malicious in-

sider were to gain access via lateral movement or another 

means, do you have data protection policies deployed?

The ever-expanding gray area of insider threats forces 

businesses to think beyond simple monitoring for foren-

sics and litigation purposes. Instead, anticipate the actu-

al threat itself by proactively detecting and responding to 

malicious behaviors that can lead to a data breach or theft.

The truth is the red flags that often denote an insider 

threat are hard to delineate from false positives or other 

risks. Unfortunately, the key to pulling off an effective at-

tack as a malicious insider is in the details. You must blend 

in with normal behaviors, use the access you have, and 

be mindful not to overstep authorization to avoid detection 

before your plan can unfold.

Suppose you are looking to reduce the likelihood of these 

insider jobs. In that case, you must first understand that 

while these are often not premeditated, your security team 

and other personnel must be prepared to spot anomalies 

in their everyday workflows.

About the Author: Hitesh Sheth is the president and CEO of Vectra. 
Previously, he held the position of chief operating officer at Aruba 
Networks. Hitesh joined Aruba from Juniper Networks, where he was 
EVP/GM for its switching business and before that, SVP for the Service 
Layer Technologies group, which included security. Prior to Juniper, 
Hitesh held a number of senior management positions at Cisco. Before 
Cisco, he held executive and engineering management positions 
at Liberate Technologies and Oracle Corporation. Hitesh started his 
career as a Unix programmer at the Santa Cruz Operation. He holds a 
BA degree in Computer Science from the University of Texas at Austin.

Not all gray-area cases result in catastrophic losses, but they can quickly become 
very costly in aggregate. A growing number of smaller cases occur below the radar 
with rarely a mention from victimized companies.

https://www.reuters.com/article/us-alphabet-uber-trial-idUSKBN1FT2BA
https://www.reuters.com/article/us-alphabet-uber-trial-idUSKBN1FT2BA
https://www.darkreading.com/author-bio.asp?author_id=5601
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Modern Day Insider Threat:          
Network Bugs That Are Stealing Your Data
Attacks involving an unmanaged device and no malware expose gaps in cybersecurity that must be addressed.
By David Pearson

Anyone who has seen a spy movie or two will recognize 

the premise behind sweeping for bugs. In the old days, 

these bugs were listening devices in a room or attached 

to a telephone handset. They then evolved to hidden cameras.

Recent technology developments mean this level of espio-

nage is no longer something for just the spy movies and intel-

ligence agencies. A $30 Raspberry Pi device could be trivial-

ly used for this exact purpose. The idea is simple: Slip into a 

bank or retail store like an average customer and quickly plug a 

thumb-sized computer into a power or network jack. Of course, 

you are even less likely to get caught if you bribe or coax an 

insider to plant it.

Who Let the Spies In?
Recently, we detected a Raspberry Pi device that suddenly 

popped up on the network of one of our financial services 

customers. If that wasn’t troubling enough, the device in ques-

tion was communicating using the remote access tool (RAT) 

TeamViewer.

As you might have guessed, there is no malware involved in 

this incident — so, the rest of the customer’s extensive secu-

rity stack couldn’t be bothered. This just looked like a random 

internal device communicating to a number of external desti-

nations with stellar reputations.

How and why did we think this was interesting? It speaks to the 

value of threat hunting. To a skilled human, a few things stand 

out. This was the only device of this type on the network, and it 

appeared to be communicating via TeamViewer far more than it 

was doing anything else. Given the stringent regulatory require-

ments that financial services organizations have to comply with, 

this device just didn’t fit.

In fact, the platform surfaced other information automatically 

COMMENTARY

https://awakesecurity.com/blog/analyzing-teamviewer/
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that would be relevant to any investigation. For instance, 

we noticed that many of the activities were extremely 

long-lived, which strongly pointed to this being a tunnel.

What could adversaries do with this type of access? For 

starters, they could simply monitor internal traffic pas-

sively and upload the data. And we all know how squishy 

the insides of networks can be with data flow. The RAT 

also gives adversaries an unfettered backdoor into the 

network from where they can spread laterally deeper and 

target the crown jewels of the organization in question. 

This is especially true because tools like TeamViewer find 

innovative ways to bypass controls, such as firewalls, 

that are designed to build a strong perimeter around that 

squishy internal network.

The Investigation Continues
We are in an unprecedented time where organizations are 

facing monumental challenges, including to their bottom 

line. This can often trickle down and result in disgruntled 

employees who want to exact revenge. But it can also 

open the door to adversaries who will pay employees to 

steal intellectual property. It gives these adversaries a level 

of separation and deniability that they planted the bug.

Of course, it could be something less sinister but per-

haps equally dangerous: just an employee forced to work 
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from home but looking to access the network remotely. 

The other aspect to consider in most offices, and especially in consumer finance insti-

tutions and retailers, where strangers walking in and out is not uncommon, planting one 

of these devices does not require James Bond’s skills! All in all, this is a classic case of an 

insider threat, even if the perpetrator is not an insider. 

In order to minimize attack scenarios from a disgruntled insider, enterprises should 

place priority on the following: 

•  Promoting great company culture with emphasis on making all employees feel sat-

isfied with (and accountable for) their company. Happy employees don’t turn into 

insider threats.

•  Security awareness training and cybercrime reporting procedures also help immensely. 

For instance, a Tesla employee was recently offered $1 million to install malware on the 

company’s network. Not only did the insider not fall into this trap but, in fact, worked 

with Tesla and law enforcement to have the perpetrator apprehended.

•  Monitoring for new devices that enter the network, especially those with suspicious or 

atypical communication patterns. This should be a regular part of the organization’s 

threat-hunting methodology

•  Physical security (especially when you have a retail or other customer-physical pres-

ence), including video recording and security guards, for example.

Regardless of the motive, the fact that this attack involved both an unmanaged device 

and no malware exposes gaps in cybersecurity visibility that must be addressed. 

About the Author: David Pearson has been analyzing network traffic for well over a decade, having 
used Wireshark ever since it was Ethereal. He has spent the majority of his professional career 
understanding how networks and applications work, currently as Principal Threat Researcher for 
Awake Security. The Awake Network Detection and Response Platform accelerates security teams’ 
ability to detect threats, including fileless malware, malicious insiders, credential abuse, and lateral 
movement. David holds computer security degrees from the Rochester Institute of Technology (BS) 
and Carnegie Mellon University (MS).

What could adversaries do with this type of access? For  
starters, they could simply monitor internal traffic passively  
and upload the data.

Modern Day Insider Threat: Network Bugs That Are Stealing Your Data

https://www.darkreading.com/author-bio.asp?author_id=5002&


Not everything is a nail, 
don't use DLP as a hammer.

Learn more about data 
protection that hits the mark.

LEARN MORE

https://www.code42.com/go/cpg-better-way-to-protect-data-than-dlp/?utm_medium=referral&utm_source=dark
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